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BBeneHue

[aHHasa Bepcns JOKyMeHTa NoAroToBneHa Ansi NPoOBEAEHNS 3KCNEPTHOWM NPOBEPKN
ycTaHoBkM ak3emnngpa MO.

YctaHoBka 10O «Kolmogorov.ai Continuity» ocyLiecTBnsaeTca MeTo4oM pasBepTbiBaHMSA Ha
knactepe Kubernetes ¢ ncnonb3aosaHnem helm. Obpasbl n CKpUNTbI 4SS YCTaHOBKU
HaxoaAaTcs B penosutopun registry.datasapience.ru.

Project Name: russian-registry

Helm Charts: continuity, continuity-ui.

B onvcaHHOM B JaHHOM AOKYMEHTE npoLlecce ycTtaHoBku ak3emnnspa MO yepes Helm
Heo6x04MMO UCNONb30BaThb CNEAYIOLLYIO YYETHYHO 3anuChb:

Monb3oBatens (<your-name>): ds-russian-registry

Maponb <your-pword>: avX4JsFkxvKNB5a9j62XTdfvqLUhziXb

[eMOHCTpaLUMOHHbIV CTEH C pa3BepHyTbIM ak3emnnsapom MO pacnonoxeH no agpecy:
https://continuity-prod.demo.datasapience.ru/project

YyeTHas 3anucb 415 Nonb3oBaTeNbCKOro AocTyna:

Monb3oBatens: demo

Maponb: JM6{hrnxE5!*@bq)

KoHTaKTbl TeXHU4YeCKoro cneumanucra:
Poctucnas Naumos

TenedoH: +7 (977) 889-00-20

E-mail: rostislav.izimov@glowbyteconsulting.com

HononHutenbHbin e-mail: contact@kolmogorov.ai

O Kolmogorov.ai
MporpammHoe obecneveHne «Kolmogorov.ai Continuity» npegHasHadeHo Ans peleHns

3ajay ynpaeneHusi NpoLeccamm XXM3HEHHOTO LiMKa Mogerein MalHHOro obyyYeHus n
NPOABWHYTON aHANUTUKN.

HasHauyeHne gokymeHTa

B HacTosiLemM JOKYMEHTe onucaHbl CUCTEMHbIE TpebOoBaHWs, a Takke NopsaaoK YCTaHOBKU U
HaCTPOWMKN KOMMOHEHT nporpammMHoro obecneveHnsa «Kolmogorov.ai Continuity».

CuctemHble TpeboBaHus Kk NO «Kolmogorov.ai Continuity»
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OﬂepaTI/IBHaFI namMATb

He meHee 8 [0

YacToTa npoueccopa

He meHee 2.3 Ty,

Konn4yecTBo sigep

He meHee 4

CBobogHoe mecto Ha HDD

He meHee 100 6

CKOpoCTb MHTEPHETA Ha BXOAALLMIA U
nexogawmn Tpadmk

He meHee 50 MouTt

OnepaumoHHada cuctema

PekomeHngyemas — Ubuntu 20.04 LTS
Moopepxueaemasn — ntobas *nix-OC ¢
nogaepxkon Kubernetes

ApxuTtektypa n KoMrnoHeHTbl MO

KOMMNOHEHTDI

MHTerpaLl,VIOHHbIe KOMMNOHEHTbI:

Keycloak. Cepsuc ayteHTudukaumm. Pabotaet no npuHumny OAuth2.
PostgreSQL. basa gaHHbIX 4na xpaHeHUs MeTavHdopmaunn.
Continuity Web. ViHTepdelic gns pabotbl ¢ cuctemon m3 6paysepa.
Continuity API. MuTepdeiic ansa pabotel ¢ APl cuctemsl.

Continuity Celery. O6pa6oTumk background 3agau.

e AD. LDAP. [ins dev ycTaHOBKM MOXXHO HE UCMONb30BaTh (CO34aBaTb NOKanbHbIX

nornb3oBaTtenen Ha keycloak).

e S3. cepBucC onsi XxpaHeHns annos.

ApxutekTypa

ApXVITeKTypa pelweHna npeacrtaeiieHa Ha CXxemMme HWXe.
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[MpepekBn3nTLI

OnucaHHbIN B HACTOSALLEM JOKYMEHTE NpoLecc YCTaHOBKU nNpegnonaraeT BbIMNOSIHEHNe
cnegyoLwmx NpepexkBU3NTOB:

Kubernetes,

Helm,

Kubernetes Ingress,

B03MOXXHOCTb NOAKITHOYEHNSA BHELLHETO registry (onmucaHo Huxe),

Hoctyn K https://github.com.

YcTaHoBKa KOMMOHEHT

Registry

[leTanbHy0 MHCTPYKUMIO NMOAKMYEHMS BHELLHETO registry cM. Takke B AOKYMEHTaLum
Kubernetes:

https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

Heobxoanmo yepes kubectl nobaBuTb cekpethl ana docker registry. B koge Huxke
HeobxooMMO 3amMeHnTb <your-name> 1 <your-pword> Ha nony4eHHble paHee PeKBU3UTDI
[octyna K registry.datasapience.ru.

(Kak ykasaHO BO BBEAEHUM:

Monb3oeartenb (<your-name>): ds-russian-registry

Maponb <your-pword>: avX4JsFkxvKNB5a9j62XTdfvqLUhziXb
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kubectl create secret docker-registry regcred \

--docker-server=registry.datasapience.ru \

--docker-username=<your-name> \

-—docker-password=<your-pword>

Helm registry:

helm repo add ds \
https://registry.datasapience.ru/chartrepo/russian-registry \
—--username <your-name> \

--password <your-pword>

helm repo update

helm search repo ds

Cnuncok ckpmnToB ycTaHoBKK (helm-4apToB)

YcTtaHoBka koMnoHeHT MO ocyuwecTBnsieTca nocreqoBaTternbHbIiM 3anyckom helm-yapTos:
1. keycloak;
2. continuity-backend (Bkntouyaet B cebe yapThl redis, postgres);
3. continuity-frontend.

Keycloak

Helm chart: https://github.com/codecentric/helm-charts/tree/master/charts/keycloak.
[nsa paboTbl ¢ KoMnoHeHTon keycloak Heobxoanmo HacTpouTb ingress. MNMpumep
KOHGoMrypaumm:

values.yaml
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> MODULES

"keycloak.fullname"

"keycloak.fullname"
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install

helm repo add codecentric https://codecentric.github.io/helm-charts

helm repo update

helm upgrade --install keycloak codecentric/keycloak --values values.yaml

Keycloak 6yaet goctyneH no agpecy https:/my.keycloak.local

Hactponky cepsuca keycloak cm. B [MpunoxeHuu 1.

Continuity

Helm chart B penosutopun registry.datasapience.ru: ds/continuity.

values.yaml

helm show values --version 2.1.0 ds/continuity > values.yaml

MwuHumanbHasa HacTponka values.yami:
e image:
o service.image - registry.datasapience.ru/russian-registry/continuity/continuity
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service.image.tag - 2.1.0
service.init.containers[0].image -
registry.datasapience.ru/russian-registry/continuity/continuity
service.init.containers[0].tag - 2.1.0
service_celery.image -
registry.datasapience.ru/russian-registry/continuity/continuity
o service_celery.tag-2.1.0
e service.ingress:
o host - continuity
o baseDomain - your-domain
o tls.secretName - continuity
e service.secrets (MeHsieT secret ¢ HasBaHneM continuity-backend-secret)
"CONTINUITY_K8S_ NAMESPACE": "continuity-ga",
"CONTINUITY_ROOT_PATH": "/api",
"CONTINUITY_S3 BUCKET": "kolmogorov",
"CONTINUITY_S3_PASSWORD": "s3_secret_key",
"CONTINUITY_S3_PREFIX": "continuity",
"CONTINUITY_S3_URL": "https://storage.yandexcloud.net",
"CONTINUITY_S3_USERNAME": "s3_access_key",
"KEYCLOAK_ADMIN_PASSWORD": "admin_password",
"KEYCLOAK_ADMIN_USERNAME": "admin_username",
"KEYCLOAK_CLIENT_ID": "client",
"KEYCLOAK_CLIENT_SECRET": "client_secret",
"KEYCLOAK_REALM": "realm",
"KEYCLOAK_URL": "https://keycloak/auth",

O 0O O 0O 0O 00 O O O O O O

install

helm install continuity ds/continuity --version 2.1.0 -f values.yaml

Continuity Frontend

Helm chart B penosutopuu registry.datasapience.ru:: ds/continuity-ui.

values.yaml

helm show values --version 2.1.0 ds/continuity-ui > values.yaml

MwuHumanbHasa HacTponka values.yami:
e image:
o service.image -
registry.datasapience.ru/russian-registry/continuity/continuity-ui
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o service.image.tag - 2.1.0
e service.ingress:

o host - continuity

o baseDomain - your-domain

o tls.secretName - continuity
e service.secrets (MeHsieT secret ¢ HazBaHveM continuity-ui-secret):
KEYCLOAK_URL - agpec keycloak.
KEYCLOAK_REALM - keycloak realm.
KEYCLOAK_CLIENT_ID - keycloak realm client.
KEYCLOAK_CLIENT_SECRET - keycloak realm client secret.

O O O O

install

helm install continuity-ui ds/continuity-ui --version 2.1.0 -f

values.yaml

MpunoxeHune 1. Hactpoinka Keycloak

B gaHHOM MpunoXxeHun onvcaHa MMHUMarbHasi HacTpoWka Heobxoanmas ans
PYHKUMOHUPOBAHNS KOMMOHEHT [10.

CosnaHune realm

1. TlepenTn B KOHCONb agMUHUCTpaTopa Keycloak.
o3 OAK

Welcome to Keycloak

& s

2. Haxatb Add realm.
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MAKEYCLO

Select realm Realms

Demo Realm

master

Kimg

demo

Master kimg

Add realm

3. BsecTu HasBaHue (No gedhonTy HasBaHWe omkHO ObITb KImg, ecnu Bbl ucnonb3yete
Apyroe Ha3BaHue He 3abyabTe nonpaBuTb NepeMeHHble B continuity-backend,
continuity-frontend).

MIKEYCLO 2 Kimg ~

Select realm Add realm
Import select file &

Name * kimg

Enabled m

4. HaxaTtb Create.

CospgaHue client

1. 3antm Ha Bknagky Clients.

10


https://kolmogorov.ai/

000 «[lata CanveHc» ‘ KOLMOGOROV

https://kolmogorov.ai/
MHH 9701181979
OINPH 1217700358083

Clients
Lookup

Realm Settings a e
arenis Client ID Enabled Base URL Actions
Client Scopes account True https://keycloak.dev.kimg.angara.cloud/realms/kimg/account/ Edit Export Delete
Roles account-console True https://keycloak.dev.kimg.angara.cloud/realms/kimg/account/ Edit Export Delete

admin-cli True Edit Export Delete
Identity Providers

broker True Edit Export Delete
pesilise = aton frontend True Edit Export Delete
Authentication kimg-client True Edit Export Delete

realm-management True Edit Export Delete

security-admin-console True https://keycloak.dev.kimg.angara.cloud/admin/kimg/console/ Edit Export Delete

Import

Export

2. Haxatb kHorky Create (B npaBoM BepxHeM yrny).

3. Beectu Client ID. (no geconTy client_id gomkHo 6biTb frontend, ecnu Bbl
ncnone3yeTte Apyroe Ha3BaHWe He 3abyabTe NoNpaBUTb NePEMEHHbIe B
continuity-backend, continuity-frontend).

Clients > Add Client

Add Client
Realm Settings Import Select file ¥
G Glis Client ID *
client Protocol openid-connect v
Root URL

Import

Export

4. HaxaTtb KHornky Save.

Hactpownka client
B cnincke client BeibpaTtb co3gaHHbin client. [lanee nepenT Ha cTpaHmUy KOHurypauum

KNueHTa.
B HacTpoiikax HeobxoaMMOo 3anonHUTL ABa obsidaTerbHbIX NapamMeTpa.

11
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e Valid Redirect URIs - cnucok agpecos oTKkyaa BO3MOXHO aBTopusauus (3gecb
Heobxogumo ykasaTtb agpec Continuity Web, Continuity API) (BHMMaHue: B KOHUe
kaxgoro redirect url Heo6xoanmo aob6aBuTL /*)

e Web Origins - HacTporika cors. [1ns npocTOoTbl KOHUIypaLmm MOXHO Hanucatb *

|
Frontend
Settings ~ Keys  Roles  Client Scopes Mappers Scope Revocation  Sessions. Offline Access Installation
Clent D frontend
Name
Description
PR o |
Always Display in Console o
Consent Required o
LoginThem v
Client Protocol penid-connect v
Access Type. pubic v
sundardriownabieao [Tl
ImplictFlow Enablea o
=]
OAuth 20 Device Authorizaton Grant o
Enabled
Front Channel Logout o
Root URL.
+Valid Redirect URls +
Base URL
Admin URL
Logo URL.
Policy URL
Terms o service URL
Web origins +
Backehannel Logout URL

HacTtponka Mapper

Ha cTtpaHuue koHdurypauum client nepentn Ha Bknagky Mappers.
1. HaxaTtb kHonKy Create.
2. Cospgatb HOBbIV mapper, Kak NokasaHO Ha BTOPOM CKPUHLLIOTE.
3. Haxatb kHOMNKy Save.

12
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Clients > frontend

Frontend

Settings Keys Roles Client Scopes Mappers Scope Revocation Sessions Offline Access Installation

Realm Settings

Clients
Q Create || Add Builtin

Client Scopes

No mappers avallable
Roles

Identity Providers
User F jon

Authentication

Groups

MIAKEYCLO

Clients > frontend Mappers > Create Protocol Mappers

Create Protocol Mapper

Protocol
Name roles
Mapper Type User Realm Role v

Realm Role prefix
Multivalued
Token Claim Name

Claim JSON Type

Add to ID token
Add to access token

Add to userinfo

CosgaHue ponen

roles|

Select One... v

Cancel

1. 3awntn Ha Bknagky Roles.
2. Haxatb kHonky Add Role.
3. BaecTu 3HadyeHue Role Name - continuity_admin.

[obaBneHune ponen nonb3oBaTensam

1. 3antn Ha Bknagky Users.

13
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2. BbibpaTb HyXHOro nornb3oBartens.

3. Ha cTtpaHuue c HacTponkamu nonb3oBaTterns nepenTtu Ha Bknagky Role Mappings.
4. [NobasuTb Nonb3oBaTento posnb continuity_admin.

14
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